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1 Executive Summary

1.1 Introduction

Between November 17, 2025 and November 20, 2025, Radically Open Security B.V. carried out a penetration test for
Manyfold and NLnet NGI Zero Entrust.

This report contains our findings as well as detailed explanations of exactly how ROS performed the penetration test.

1.2 Scope of work

The scope of the penetration test was limited to the following target:

«  Manyfold (https://github.com/manyfold3d/manyfold)

The scoped services are broken down as follows:

»  Pentesting: 4.25 days
*  Reporting: 0.75 days
¢« Total effort: 5 days

1.3 Project objectives

ROS will perform a penetration test of the Manyfold web application with its developers in order to assess its security
posture. To do so, ROS will investigate a hosted instance of the application and guide Manyfold in attempting to find
vulnerabilities in it, exploiting any such found to try and gain further access and elevated privileges.

1.4 Timeline

The security audit took place between November 17, 2025 and November 20, 2025.

1.5 Results In A Nutshell

During this crystal-box penetration test of the Manyfold application we found 1 High, 2 Elevated, 1 Moderate and 5 Low-
severity issues.

The most critical issues relate to access control and identity management. In particular, weaknesses in model sharing
MAF-008 (page 18) and zip download functionality MAF-009 (page 12) can enable unauthorized access to private
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model sets, while an OIDC auto-linking flaw MAF-004 (page 19) and the first-user auto-admin flow MAF-005 (page
26) increase the risk of account takeover or unintended administrator access.

Further issues include insufficient hardening of authentication and federation endpoints including missing rate limiting on
OAuth/OIDC flows MAF-001 (page 20) and inadequate sanitization of data retrieved from Fediverse servers MAF-002
(page 21). Some sensitive information is exposed around client secrets and passwords in MAF-003 (page 25) and
MAF-007 (page 27). Unsafe handling of uploaded zip files could lead to path traversal or denial-of-service MAF-010
(page 15).

Due to the time-boxed nature of this assessment we did not perform an in-depth retest of the issues reported in the
previous penetration test. However, based on the GitLab issue tracker and incidental observations during testing, we
note that many of those issues have bheen addressed.

We also did not include any of the existing security-labelled issues in the public issue tracker as findings in this report,
since they are already known and being tracked by the project.

1.6 Summary of Findings

Info Description

MAF-009 The application's zip file functionality does not properly enforce access controls, allowing
High

Type: Insecure ACL
Status: none

users to download modelsets even when sharing is set to private.

MAF-010 A path traversal flaw exists in how uploaded zip files are processed.
Elevated

Type: Path Traversal
Status: none

MAF-008 Users with edit permissions on models can grant permissions to other users and even
Elevated

Type: Privilege Escalation
Status: none

assign owner permissions.

MAF-004 The application links OIDC accounts to existing password-based accounts by email
Moderate

Type: Account Takeover
Status: none

without verifying ownership of the address.

MAF-001 The exposed OAuth client-credentials token and the optional OpenID Connect login
Low : I
endpoints do not have rate-limiting controls.
Type: Lack of Rate P y
Limiting

Status: none

Fiacalli
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https://github.com/manyfold3d/manyfold/issues?q=is%3Aissue%20state%3Aopen%20label%3Asecurity

MAF-002

Low

Type: Insufficient Input
Validation

Status: none

MAF-003

Low

Type: Credential Exposure
Status: none

MAF-005

Low

Type: Insecure Default
Configuration

Status: none

MAF-007

Low

Type: Information
Exposure
Status: none

The Fediverse feature retrieves data from connected servers, and it is not sanitized

properly before being displayed or executed.

Client secrets for OAuth applications are exposed in plain text within the application's

user interface.

The first user to authenticate automatically receives administrator privileges.

When administrators create new user accounts and set passwords, the passwords are

displayed in plaintext instead of being obscured.

1.6.1 Findings by Threat Level

B High (1)

11.1% [ Elevated (2)
[] Moderate (1)
[] Low(5)
22.2%
55.6%
11.1%

6 Radically Open Security B.V.
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1.6.2 Findings by Type
[] Insecure ACL (1)
11.1% 11.1% [} Path Traversal (1)
[] Privilege Escalation (1)
11.1% 1.1% B Account Takeover (1)
[ Llackof Rate Limiting (1)
Insufficient Input Validation (1
11.1% 11.1% . ; g
[ Credential Exposure (1)
[] Insecure Default Configuration (1)
[] Information Exposure (1)
11.1%
1.7  Summary of Recommendations
Info Recommendation
MAF-009 *  Implement proper access controls and authorization checks on the zip file
High download functionality to ensure it respects sharing settings.

Type: Insecure ACL
Status: none

MAF-010

Elevated

Type: Path Traversal
Status: none

MAF-008

Elevated

Type: Privilege Escalation
Status: none

MAF-004

Moderate

Type: Account Takeover
Status: none

MAF-001

Low

Type: Lack of Rate
Limiting

Status: none

Implement strict input validation on the Filename parameter to prevent path
traversal sequences.

Use a dedicated temporary directory for handling uploaded files and sanitize all
user-supplied filenames.

Set appropriate rate limiting on the zip download functionality to mitigate DoS
risks.

Implement strict authorization checks before processing any permission change
requests, ensuring users cannot grant privileges higher than those they possess.
Introduce another role that allows managing user permissions.

Verify the email_verified claim from the OIDC provider.
Require users to be logged in before linking accounts.
Implement additional verification steps for email ownership.

Add per-IP throttles for /oauth/token and the OpenID Connect entrypoint/
callback to cap token-issuance and OIDC login attempts.
Log and alert on repeated failures or throttled requests.

FEamacilli
e |
Tpandl)
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MAF-002

Low

Type: Insufficient Input
Validation

Status: none

MAF-003

Low

Type: Credential Exposure
Status: none

MAF-005

Low

Type: Insecure Default
Configuration

Status: none

MAF-007

Low

Type: Information
Exposure
Status: none

Implement strict sanitization and input validation for all fields retrieved from
external Fediverse servers before displaying or executing them.

Only allow HTML tags and attributes that are absolutely necessary for the
application's functionality and user experience.

Use a mature library to safely sanitize any content received from external sources.

Only show the full secret value once when first generated, then mask it going
forward.
Regularly rotate and expire client secrets according to security best practices.

Design a safer procedure for setting up the initial admin account.

Implement input masking on all password fields, obscuring characters as they are
typed using asterisks or dots. Standard HTML password input tags do this.

Radically Open Security B.V.
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Methodology

Planning

Our general approach during penetration tests is as follows:

Reconnaissance

We attempt to gather as much information as possible about the target. Reconnaissance can take two forms:
active and passive. A passive attack is always the best starting point as this would normally defeat intrusion
detection systems and other forms of protection afforded to the app or network. This usually involves trying to
discover publicly available information by visiting websites, newsgroups, etc. An active form would be more
intrusive, could possibly show up in audit logs and might take the form of a social engineering type of attack.
Enumeration

We use various fingerprinting tools to determine what hosts are visible on the target network and, more
importantly, try to ascertain what services and operating systems they are running. Visible services are researched
further to tailor subsequent tests to match.

Scanning

Vulnerability scanners are used to scan all discovered hosts for known vulnerabilities or weaknesses. The results
are analyzed to determine if there are any vulnerabilities that could be exploited to gain access or enhance
privileges to target hosts.

Obtaining Access

We use the results of the scans to assist in attempting to obtain access to target systems and services, or to
escalate privileges where access has been obtained (either legitimately though provided credentials, or via
vulnerabilities). This may be done surreptitiously (for example to try to evade intrusion detection systems or rate
limits) or by more aggressive brute-force methods. This step also consist of manually testing the application
against the latest (2021) list of OWASP Top 10 risks. The discovered vulnerabilities from scanning and manual

testing are moreover used to further elevate access on the application.

Risk Classification

Throughout the report, vulnerabilities or risks are labeled and categorized according to the Penetration Testing Execution
Standard (PTES). For more information, see: http://www.pentest-standard.org/index.php/Reporting

These categories are:

Extreme
Extreme risk of security controls being compromised with the possibility of catastrophic financial/reputational

losses occurring as a result.

Methodology


http://www.pentest-standard.org/index.php/Reporting

High

High risk of security controls being compromised with the potential for significant financial/reputational losses
occurring as a result.

Elevated

Elevated risk of security controls being compromised with the potential for material financial/reputational losses
occurring as a result.

Moderate

Moderate risk of security controls being compromised with the potential for limited financial/reputational losses
occurring as a result.

Low

Low risk of security controls being compromised with measurable negative impacts as a result.

10
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3 Reconnaissance and Fingerprinting

We were able to gain information about the software and infrastructure through the following automated scans. Any
relevant scan output will be referred to in the findings.

¢ Nmap - https://nmap.org

+  Burp Suite Professional — https://portswigger.net/burp/pro
+  Semgrep — https://semgrep.dev

+  Trufflehog - https://github.com/trufflesecurity/trufflehog

»  Testssl.sh - https://github.com/drwetter/testssl.sh

Reconnaissance and Fingerprinting 11
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4 Findings

We have identified the following issues:

4.1 MAF-009 — Zip file functionality allows unauthorized modelset
downloads

Vulnerability ID: MAF-009
Vulnerability type: Insecure ACL

Threat level: High

Description:

The application's zip file functionality does not properly enforce access controls, allowing users to download modelsets
even when sharing is set to private.

Technical description:

When a user sets the sharing settings for their modelset to custom (preview specific files only), the intended behavior

is that other users should only see the preview but not be able to download the full modelset. However, we discovered
that even with these restrictions in place, authenticated users can still use the zip file functionality to download the entire
modelset contents by leveraging a preview mode loophole.

All logged-in users are only allowed to see preview-specific files:

12 Radically Open Security B.V.



FEamacilli
Crpeal
Tpandl)

€« > C ® localhost:3214/models/84btx8gb3gmx/edit

Creators (3 Collections

y78ty78 / Edit Model

Name y78ty78

Preview file Pencil Holder Prism

[orsscnen] son I8

Only

The file displayed as a model preview in library pages

Creator <blaat>
Library pentest
Tags
Collection <blaat>
Links

add another link

Caption

Description

Any related web page

You can use Markdown.

License
Sensitive Content
Allow search indexing Inherit from parent

Sharing Custom

& admin (you)

82 Any logged-in local account

object or default site setting; currently 'No’

Owner (can view, edit, delete, and share)

Preview: specific previewable files only

add another permission

Save

When they open the model, they see only the preview:

Public

v
v New Creator
v
~

A8l New Collection
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£ Incog

y78ty78 a

This is just a preview of the complete model, which contains 2 more files. Contact the model owner to get full access.

Model Details

2 <blaat>

D

<blaat>

o0 0

@84btx8gb3qmx (7]

0 Followers
® Download All  ~ =

88

S{I I
©

&
Instance Details Manyfold
@ Powered by Manyfold vf
About this instance Report a problem
Designed and built by James with help from our B
Explore our APT Join the community,

contributors.

Open Source under the MIT license Sponsor development

However, when downloading all model files using the zip functionality, all the files appear in the zip archive:

2 @ & &

£33 O Collections &
y/78ty78 «a

This is just a p| B¢ Y78ty78 (4).2ip - xarchiver 0.5.4.20 4 - O X bwner to get full access. e s
Archive Action Help
& <blaat>
B b3 _
Ll 2 & 2 & @ = [x] O =blaat>
Location: [
Archive tree Filename Original Size  Compi % @84btx8gb3qmx [
pencil_holder_prism_only.stl 484 104 9 0 Followers
datapackage.json 934 350
® Download All  ~ =
Top
2 files (1.4 KB) @
Instance Details Manyfold
O Powered by Manyfold yf
About this instance Report a problem
Designed and built b th help fi
esigned and built by James with help from our Explore our APT Join the community

contributors.

Open Source under the MIT license. Sponsor development

14 Radically Open Security B.V.
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Impact:

+  Unauthorized access to potentially sensitive or confidential data within private modelsets.

Recommendation:

+  Implement proper access controls and authorization checks on the zip file download functionality to ensure it
respects sharing settings.

4.2  MAF-010 — Zip file path traversal and denial-of-service

Vulnerability ID: MAF-010
Vulnerability type: Path Traversal

Threat level: Elevated

Description:

A path traversal flaw exists in how uploaded zip files are processed.

Technical description:

The vulnerability stems from improper validation of the Filename parameter during the processing of uploaded zip files.
By supplying a maliciously crafted filename that includes relative path sequences (e.g., . . /. ./coin_lowl. fbx),

an attacker can traverse outside the intended upload directory and overwrite files located elsewhere on the server's
filesystem.

Note that due to the limited accepted file types it was not possible to overwrite files beyond those that were allowed,
limiting the attack vector.

Changing the filename adding path traversal characters:

Frapacilliy
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Edited request v Response
Pretty Raw  Hex O = | Pretty Raw  Hex
application/xhtml+xml 1 HTTP/1.1 302 Found
Content-Type: 2 content-type: text/html;
3| location

3 Origin: http:
4|Sec-Fetch-Sit
Sec-Fetch-Mode:
Sec-Fetch-Dest:
/ Referer: http
Accept-Encoding:
19 Cookie: _manyfol

22:37 GMT;
-Tequest-id:
-Tuntime: @
9 vary: Or
51cFrDAtFKOF Content-Length: @

¢5B1d%5D

D%5Bna
lhcommit

Notice that the filename contains these characters and the file is placed in another directory.
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© Conniguration | Vi X | @ Tyt % | @ localhost3214/up. X @@ Tediscoverer X

€ > C O localhost:3214/models/47tgt8p2t8rr

&5 Collections @ Add c¢

reators

@ File(s) uploaded successfully!

fytq
Files
X e
B
a
s

v
Yo Pencil Holder Prism Only (1)123 Topsecret
pencil holder prism only (1)123.stl ../blaat/topsecret.stl
el n = es =

blaat - Thunar

File Edit View Go Bookmarks Help

( > A @ B /homesstefan/Desktop/manyfold/library/@untagged/blaat/

Places Name
), Computer D pencil_holder_prism_only (1)123.stl
& stefan B topsecret.stl
I3 Desktop
3 Rubbish

BurpSuitePro
Documents

Additionally, when dealing with these deeply nested paths within the uploaded zip file structure, the application entered
a resource-intensive loop that consumed excessive CPU and memory resources, which could lead to a denial-of-service
condition.

Impact:

«  Arbitrary file upload/deletion outside the intended directory.
+  Denial-of-service due to resource exhaustion from processing deep path structures.

Recommendation:

* Implement strict input validation on the Filename parameter to prevent path traversal sequences.
+  Use a dedicated temporary directory for handling uploaded files and sanitize all user-supplied filenames.
+  Set appropriate rate limiting on the zip download functionality to mitigate DoS risks.

Fgacal iy
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4.3  MAF-008 — Unauthorized permission escalation in model sharing

Vulnerability ID: MAF-008
Vulnerability type: Privilege Escalation

Threat level: Elevated

Description:

Users with edit permissions on models can grant permissions to other users and even assign owner permissions.

Technical description:

The application allows users assigned with edit permissions on a particular model to grant access to other users.

In the user interface, it is not clear what edit actually means. It suggests an ability to edit model information, not to assign
permissions to other users; a separate role would be expected for permission management.

License
Sensitive Content

Allow search indexing Inherit from parent object or default site setting; currently 'No' v

Sharing Custom

& Any logged-in local account Preview: specific previewable files only W ‘

& root(you)  guner (can view, edit, delete, and share)

stefan Preview: specific previewable files only W ‘
- Preview: specific previewable files only
add another permission
View only
Can edit
Owner (can view, edit, delete, and share)

Additionally, while users cannot give themselves higher privileges, they can grant other users permissions that exceed

their own. For instance, a user with edit rights can give another user owner rights to the model, which would allow
deletion of the model.

Impact:

+  Potential exposure of confidential information through unintended sharing with unauthorized parties.
*  Violation of intended access control policies and segregation of duties.

18 Radically Open Security B.V.
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Recommendation:

+  Implement strict authorization checks before processing any permission change requests, ensuring users cannot
grant privileges higher than those they possess.
» Introduce another role that allows managing user permissions.

4.4  MAF-004 — OIDC account auto-linking via unverified email

Vulnerability ID: MAF-004
Vulnerability type: Account Takeover

Threat level: Moderate

Description:

The application links OIDC accounts to existing password-based accounts by email without verifying ownership of the
address.

Technical description:

The User.from_omniauth(auth) method matches users solely based on the email from OIDC, then updates
their account with OIDC credentials. An attacker can register an OIDC account with a victim's email and take over their
Manyfold password-based account if they use an OIDC provider that doesn't verify emails.

Impact:
»  An attacker can hijack a victim's account without interaction.

*  Bypasses the normal password reset flow.
»  Provides access to the victim's data.

Rated as Moderate because the email account usually already exists and is under the user's control, but the risk remains
if identity verification is weak.

Recommendation:

o Verify the email verified claim from the OIDC provider.
»  Require users to be logged in before linking accounts.

Fgacal iy
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+  Implement additional verification steps for email ownership.

4.5  MAF-001 — Lack of rate limiting on OAuth and OpenlID endpoints

Vulnerability ID: MAF-001
Vulnerability type: Lack of Rate Limiting

Threat level: Low

Description:

The exposed OAuth client-credentials token and the optional OpenID Connect login endpoints do not have rate-limiting
controls.

Technical description:

We observed that the /oauth/token and /users/auth/openid_connect APl endpoints do not implement any
form of rate limiting.

Impact:

«  Attackers can attempt to brute-force OAuth client IDs/secrets or flood token-issuance attempts on /oauth/
token without per-IP or per-client throttling.

+  When OIDC is enabled, unauthenticated requests to /users/auth/openid_connect and its callback can
be hammered without limits, bypassing the protections applied to native login and enabling credential-stuffing or
login-spam attacks from a single source.

Recommendation:
o Add per-IP throttles for /oauth/token and the OpenlD Connect entrypoint/callback to cap token-issuance and

OIDC login attempts.
»  Log and alert on repeated failures or throttled requests.

20 Radically Open Security B.V.
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4.6 MAF-002 — Fediverse connections allow execution of potentially unsafe
data from other servers

Vulnerability ID: MAF-002
Vulnerability type: Insufficient Input Validation

Threat level: Low

Description:

The Fediverse feature retrieves data from connected servers, and it is not sanitized properly before being displayed or
executed.

Technical description:

When a user conducts a search on a connected Fediverse server by entering a URI (e.g.,
http://192.168.50.101:3214/follows/new?uri=test), the application fetches metadata from that server,

including fields like preferredusername, name, and summary.

Follow the Fediverse

You can follow public creators, collections or models on another Manyfold server, i fact any public account in the Fediverse! Just enter the account name in the searcl

Search Results

XS5 Test Userb<img

sre="https://xk1.nl"> % SSRF Test User % Combined Attack User
36 (KHTML, like Gecko) Chrome 0.0.0 Safari/537.36 Testing XSS bvia ActivityPub Link Testing SSRF via internal URLs Testing both XSS and SSRF
attachments(3;

DOM Invader is enabled.
AR pr http://192.168 50

While some malicious input in these fields is stripped (such as XSS attempts), other potentially unsafe content, such as
the externally loaded image shown in the screenshot above using the img tag, can still be executed in Manyfold.

Additionally, when a FASP server registers (which requires approval by a Manyfold admin), malicious data can be added:

Findings 21



€ > C A Notsecure

192.168.50.101:3214/fasp/providers/13/edit

@ Models Creators (J Collections

Site Settings

Organization
Libraries
Downloads
Appearance
Mesh Analysis

Multiuser

Moderation
Manage Accounts
Reports

Domain Blocks

Search & Discovery

Discovery

FASP: Malicious Test FASP

Registration Links

Requested at: 2025-11-19 05:05:00 UTC

Status: pending

Check that the fingerprint displayed here matches the one shown by the provider, and only approve providers you trust.

Fingerprint: NO4RN2UGPY0/7db6r g0+8ZUj Z3VF156] VG792t DySeA=

e

@ Add content ~ m

Contact details

22
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¢« > G A Notsecure 192.168.50.101:3214/fasp/providers/13/edit ¥ <3

Creators 3 Collections @ Add content ~ w

3|
®

Site Settings
Organization FASP: Malicious Test FASP

Libraries Registration Links Contact details
Downloads . . ‘
Requested at: 2025-11-19 05:05:00 UTC * Privacy_policy Email: info nple.com"><img src=x
Appearance * Signin onerror=alert(info contact XS5)>
Status: approved
Mesh Analysis Fediverse handle: @infoxss@example.com™>
<script>alert('info fediverse XSS')</script>
Multiuser
Moderation Capability Versions Enable Disable
Manage Accounts account_search 1.0
Reports

Data sharing
Event subscriptions

Domain Blocks

Search & Discovery Created Category Subscription type

Di X
eovery Backfill requests

FASP Services

Created Category Max count
Integrations
OAuth Applications
Integrations -
& [0 Elements Console Sources Network Performance Memory Application  Privacy and security Lighthouse  Recorder DOM Invader ©244@1 @ P X
<a href="j :alert(provider info sign-in XSS')">Sign in</a> == §@ = “ Styles Computed Layout Eventlisteners >
</1i> .y =0 N
<l Y Filter hov s +, @ [ ’
<tdiv> elenent.style {
</div> )
b . ) a default.cs
b <div class="col-nd-4"> </div> color: Mxgba(var(--bs-link-color-rgb),
<tdiv> var(--bs-1link L1
b edive o </dive text-decoration: b underline;
b <divs w <fdive }
tl‘d1v> *, *::before, *::after { default.css:185
</div> gefauli.casiiss
box-sizing: border-box;
<rdive i
<fmains - - -
a:-webkit-any-link {  user agent stylesheet
htmi  body.default-theme  main#content.container-fluid  div.pt-3  div.row.mt-2.flex-nowrap  divécontent.col div.row div.col-md-4  div.card.mb-3  div.card-body ul li a color —weblit—Link: -
i Console X
i) topy | & Y Filter Default levels v  1Issue: 11 €83

© Refused to un the JavaScript URL because it violates the following Content Security Policy directive: "script-src 'self' 'nonce-dd818e24c36791653598b1c75483329d" " . Either the 'unsafe-inline’ keyword, a  edit:l
hash ('sha256-...'), or a nonce ('nonce-...') is required to enable inline execution. Note that hashes do not apply to event handlers, style attributes and javascript: navigations unless the 'unsafe-hashes'
keyword is present

© Refused to run the JavaScript URL because it violates the following Content Security Policy directive: “script-src ‘self' ‘nonce-dd818e24c36791653598b1c75483329d'". Either the 'unsafe-inline’ keyword, a edit:l
hash ('sha256-...'), or a nonce {'nonce-...') is Trequired to enable inline execution. Note that hashes do not apply to event handlers, style attributes and javascript: navigations unless the 'unsafe-hashes
keyword is present.
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« = C @ localhost:3214/fasp/providers/1/edit * .ﬂ %3 @

Site Settings
Organization FASP: MaliCiOUS Test FASP

Libraries Registration Links Contact details

Downloads : | e
Requested at: 2025-11-20 04:06:27 UTC * Privacy policy Email: info nple.com"><img src=x

Appearance * Signin onerror=alert('info contact XSS")>
Status: approved

Mesh Analysis Fediverse handle: @infoxss@example.com™>

<script>alert('info fediverse XSS")</script>
Multiuser
Moderation Capability Versions Enable Disable
Manage Accounts account_search 1.0
Reports

Data sharing
Event subscriptions

Domain Blocks

Search & Discovery Created Category Subscription type

D .
aeovery Backfill requests

FASP Services

Created Category Max count
Integrations
OAuth Applications
Integrations
-
i< [@ Elements Console Sources Network Performance Memory Application  Privacy and security Lighthouse  Recorder DOM Invader Q1A1TE1T 8 i X
"col-md-4"> “ Styles Computed Layout EventListeners >
ard mb-3"> ( flex v — =
rd-header™> Links </divs> Y Filter hov s +, B3 [
v <div class="card-body"> element.style { '
v <ul> i
-<li>
- tmarker af default.css:350
<a href="javascript:alert('provider info sign-in X5§')'>Privacy policy</a> == §0 EDI‘“:: '--“w‘“f“’fI bs 11";‘3'3““1”1 gb),
L vax(--bs-lin ;
</ ) text-decoration: ine;
¥ <1i> </ 1i i
</ul> . E
<fdivs *, *::before, *::after { default.css:185
<rdivs box-sizing: border-box;
rdivs L
htolfit e Lot ] st A5t a:-webkit-any-1ink {  yuser agent stylesheet
htmi  body.default-th main#content.container-fluid  div.pt-3 divrowmt-2flexnowrap div#contentcol divrow div.col-md4 divcardmb3 div.cardbody ul I a color—webkit-Tinks
Console X
10} topw @ ¥ Filter Default levels »  11ssue: E1 €83
DOM Invader is enabled, B e E X
A The resource http://localhost:3214/assets/themes/default-9331cdh9 css was preloaded using link preload but mot used within a few seconds from the window's load event. Please make sure it has an appropriate edit:1
‘as’ value and it is preloaded intentionally.
© Refused to Tun the JavaScript URL because it violates the following Content Security Policy directive: "script-src 'self' ‘nonce-2d0BecfOl3ebbedSdfde23@bclaceed’ . Either the 'unsafe-inline’ keyword, a  edit:l
hash ('sha2s6-..."), or a nonce (‘nonce-...') is required to enable inline execution. Note that hashes do not apply to event handlers, style attributes and javascript: navigations unless the ‘unsafe-hashes’

keyword is present.

The CSP blocks execution of malicious links containing JavaScript code, but it is better to block potentially malicious
code entirely in case a CSP hypass is found.

Impact:

+  Attackers could map user IP addresses visiting the application by abusing allowed tags such as <img>.

Recommendation:

+  Implement strict sanitization and input validation for all fields retrieved from external Fediverse servers before
displaying or executing them.
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°

Only allow HTML tags and attributes that are absolutely necessary for the application's functionality and user
experience.

Use a mature library to safely sanitize any content received from external sources.

4.7  MAF-003 — OAuth app client secrets shown in plain text

Vulnerability ID: MAF-003

Vulnerability type: Credential Exposure

Threat level: Low
Description:
Client secrets for OAuth applications are exposed in plain text within the application's user interface.
Technical description:

Client secrets associated with OAuth integrations are displayed in plain text directly within the Ul

[ ) @Models 2 Creators (£ Collections

OAuth Applications / Test

@ Application created successfully.

Application details

Name Test

Client ID gRhNbY -qUAWYVFyggaPoaTRahy TtBSmB1BKPOUQL Lk

Client Secret uC6-491827dBdqk49KWFSTimyr TSPEBASVTBGAWEOKQ

Confidential true

Scopes public

Redirect URT

urn:ietf:wg:oauth:2.0:00b

Impact:

°

Potential leak of credentials if a bystander can view the screen, or it is inadvertently shown while screen sharing.

Recommendation:

.

Only show the full secret value once when first generated, then mask it going forward.

Fgacal iy o
el | Findings
SRR

25



»  Regularly rotate and expire client secrets according to security best practices.

4.8 MAF-005 — First-user auto-admin flow poses security risks

Vulnerability ID: MAF-005
Vulnerability type: Insecure Default Configuration

Threat level: Low

Description:

The first user to authenticate automatically receives administrator privileges.

Technical description:

Upon a fresh installation, the first user who successfully authenticates using normal login is automatically granted full
administrative privileges.

@ Manyfold x| + - o x

‘ « > ¢ @ localhost:3214/users/edit @ ba = ®

| \ P Models %2 Creators [ Collections @ Add content > | @ Scan ~ BRG]

Setup

On first use, you need to set an account name, contact email and password for the main administrator account. If you're running single-user mode, you will not normally need to enter these
details to sign in, but in multiuser mode you will not be able to access Manyfold without them.

Email root@localhost
Never shown publicly; only used for login and account security emails.

Account name roat

A unique account name; use the pregenerated one, or choose your own.

Password = sesssssessanes
We ask for a strong password by default; to allow a simpler one on a private instance, set the MIN_PASSWORD SCORE environment variable.
Confirm password ~ sssssssssnssns
[¥] save
Instance Details Manyfold
O Powered by Manyfold Y
About this instance Report a problem
Designed and built by James with help from gur B
‘ Explore our APT Join the community
contributors.
Open Source under the MIT license. Sponsor development

Version: 0.129.1 (12fe2e02)
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While an attacker need to know that a server is being set up to be able to attack it, this is often revealed through
certificate transparency logs, as obtaining certificates often happens just before app installations.

Impact:

+  Unauthorized users could obtain administrator-level access to the system. The issue is rated low-severity because
administrators are expected to read the documentation and review the application before running it, but this
default still expands the attack surface unnecessarily.

+  Sensitive data and functionality may be exposed to malicious actors.

+  The integrity of the platform's security controls could be compromised.

Recommendation:

+  Establish secure procedures for initializing administrative accounts during setup. For instance, generate a random
administrative account and password during setup and show this in the console when running the application for
the first time, after which the user can create their own admin account.

+  Provide clear documentation and guidance on securely configuring the auto-admin flow.

4.9 MAF-007 — User passwords not obfuscated during creation

Vulnerability ID: MAF-007
Vulnerability type: Information Exposure

Threat level: Low

Description:

When administrators create new user accounts and set passwords, the passwords are displayed in plaintext instead of
being obscured.

Technical description:

When an administrator creates a new user account through the web interface, the password entered by the admin is
visible on-screen as they type. This lack of obfuscation occurs even though sensitive data such as passwords should be
masked to prevent shoulder surfing and other casual observation attacks.
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@ Manyfold x| + - o x

‘ € > C O localhost:3214/settings/users/new ¥ <3 &3 ®

|\ @ Models £ Creators ([ Collections m A @
Site Settings

Organization Create account
Libraries Account name moderator
Downloads

Email moderator@localhost
Appearance

Password Somepassword

Mesh Analysis

Multiuser Confirm password ~ Somepassword

Moderation Roles administrator

moderator
Manage Accounts contributor
member
Reports

Domain Blocks

Search & Discovery
Discovery

FASP Services

Integrations

OAuth Applications

Impact:

* Increases risk of password compromise through shoulder-surfing, accidental screen sharing, or other observation
attacks.

Recommendation:

+  Implement input masking on all password fields, obscuring characters as they are typed using asterisks or dots.
Standard HTML password input tags do this.
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5 Future Work

*  Retest of findings
When mitigations for the vulnerabilities described in this report have been deployed, perform a repeat test to
ensure that they are effective and have not introduced other security problems.

*  Regular security assessments
Security is a process that must be continuously evaluated and improved; this penetration test is just a single
snapshot. Regular audits and ongoing improvements are essential in order to maintain control of your corporate

information security.
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6 Conclusion

During this crystal-box penetration test of the Manyfold application we found 1 High, 2 Elevated, 1 Moderate and 5 Low-
severity issues.

Overall, the Manyfold application maintains a solid security posture with modern functionality and active maintenance
practices. The crystal-box penetration test showed that several important improvements are still needed around access
control, identity management, and the secure handling of user-supplied data.

The application maintains good practices in its security measures, and we did not identify major issues such as SQL
injection or remote code execution during this engagement.

We were positively impressed by the team’s responsiveness, transparency, and use of issue tracking to follow up

on previous findings. We observed that a number of findings from our previous pentest have been resolved. It was a
pleasure to work with the Manyfold team, and we are confident that, while maintaining focus on security, the project can
continue to build on this strong foundation.

We recommend fixing all of the issues found and then performing a retest in order to ensure that mitigations are effective
and that no new vulnerabilities have been introduced.

Finally, we want to emphasize that security is a process that must be continuously evaluated and improved — this
penetration test is just a one-time snapshot. We hope that this pentest report (and the detailed explanations of our
findings) will contribute meaningfully towards that end.

Please don't hesitate to let us know if you have any further questions, or need further clarification on anything in this
report.
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Testing team

Stefan Vink

With over 20 years in IT and a decade specializing in penetration testing, Stefan brings
exceptional cybersecurity expertise to global organizations. His technical proficiency
spans security automation, system monitoring, web development, Al and Windows/
Linux administration. Stefan holds prestigious certifications including MCITP, CCNA,
LPIC, OSCP, and has completed the CISSP examination, validating his comprehensive
security knowledge. Beyond his professional achievements, Stefan enjoys travel, hiking,
tennis, and chess. His passion for Al and automation extends throughout both his
professional and personal interests. He currently lives with his family in Melbourne,
Australia.

Melanie Rieback

Melanie Rieback is a former Asst. Prof. of Computer Science from the VU, who is also
the co-founder/CEO of Radically Open Security.
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